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New Courses

The legal content has 
changed, we recommend you 
assign learners to the new 
versions to ensure they have 
the updated course.

While the legal content hasn’t 
changed, we recommend 
you assign learners to the 
new versions to provide the 
updated version.

The legal content hasn’t 
changed, but the course 
has been translated to a 
specific language.
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New Features

Collections

SAP Litmos Training now offers a whole new way to package content for teams and users in a quick and 
efficient way! This new feature is called “Collections.” Collections will be used to create a package of 
courses and learning paths, and these can be found through the Learner View Library. Once a Collection 
is created, unique listings must be created for that Collection. A listing offers a way to control how many 
users can access the content, including how long that access will last. 

How are Collections enabled and configured? How are Collections enabled and configured? 

This feature must be enabled by Account Owners through the Litmos Features tab (Account Settings -->  
Litmos Features --> Collections). Once this has been enabled, Account Owners and Administrators will 
gain access to a new “Collections” tab, which can be found within the “Content” page (previously labeled 
the “Courses” page in the Admin View). 

Important Note:  The Admin “Courses” Page has been relabeled to “Content”.

Account Owner/Admin/Team Lead/Team Admin View:

The “Courses” page in the horizontal and vertical navigation has been renamed to “Content”. 

To add, any text referring to “Course Library” will now be changed to ‘Content Library’ (except in the 
context of the Team, which will show the Course Library and Learning path Library tabs separately).

Learner View:

The “Course Library” has been renamed to “Content Library”. 

Administrator Experience:

Administrators can now save a significant amount of time in rolling out training to learners in their 
Content Library.
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So how does this work? Three simple steps: 

1. The Account Owner or Administrator can create a Collection of courses/learning paths. 

2. Once an active Collection is created, Administrators can then create a Listing for the Collection. The 
Listing would include the following settings:

 a. Number of users that have access

 b. Access duration criteria

 c. Teams that permit Team Administrators / Team Leaders with Listing management  abilities   
 (ability to assign specific users within the team to the Listing)

 d. Self-Signup Tokens associated with the Listing (for a seamless way to allow individuals to gain  
 access to the Listing without the administrative overhead of granting users access to the Listing) 

3. Once the Collection and the Listings for it have been created, users and teams can be granted access 
to the courses and learning paths within the Collection by adding users and teams to a Collection 
Listing . Once that has been performed, Learners would access the collection of courses and learning 
paths through the Learner Content Library.

Creating a Collection:

First, a Collection will need to be created. The Collection is the core set of packaged training offerings that 
will be made available to Learners through the Content Library. Courses and learning paths can be added/
removed from the Collection once it has been created, and this makes it easy to add or remove trainings 
from the Collection. Any course or learning path that is added or removed would be reflected immediately 
in the Content Library.  

Important Note: The Collection name will display to Learners in the Content Library.

Creating a Collection Listing:

Once a Collections is in place, Administrators can create multiple listings for a Collection. Each Listing can 
have different access duration rules, max numbers of users who can access the Listing and so on. 

Upon clicking into the Listing, Administrators will have the ability to edit the Listing settings and add 
Users/Teams to the Listing. 

Important Note: The Listing name won’t display to Learners in the Content Library. The Listing name 
may be an internal facing name that represents a certain allocation of users/teams for the collection of 
courses/learning paths.
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Adding Users/Teams to the Listing: 

Because there is no limit to the number of users that may belong to a team, only Listings with an unlimited 
number of user activations can be added to a team. This ensures administration is seamless when new 
users are added, and each member inherits the collection of training accordingly.

For limited user listings (with a maximum number of specified users), users must be added individually, or 
through the Bulk import process. Administrators can also grant Team Administrators / Team Leaders the 
privilege to divvy up the Listing access to specific Team members as they see fit. This privilege is granted 
through the Listing Settings, and not to be confused with the Teams tab that would display atop the 
Listing (only displays in the case where Listing access is “unlimited”).

Learner Experience:

Learners will continue to access courses and learning paths through the Content Library. All courses and 
learning paths added to the Collection are made available to users as a Collection Listing will appear in 
the Content Library. Learners will gain the added flexibility to filter the Content Library view, so only the 
courses and learning paths belonging to a particular collection display. To filter, a Learner can click the 
Listing name in the Content Library.

If access to a Listing expires, or the Listing is made inactive, those courses and learning paths will no 
longer be visible to the learner in the Content Library except in the case where they are made available in 
the Library by alternative means. Listing filters will also disappear when a Listing expires. 

Important Note: Everything pertaining to Collections is within the context of the Content Library, and 
as such, does not invoke any direct assignments to Learners. However, once a Learner enrolls in a course 
and or learning path from the Content Library, the training would be assigned. The training would display 
on the learner home dashboard, even in cases where it is removed from the Collection, or the Listing has 
expired.
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Have you ever wondered what a particular Learner views once he/she is logged into the system? 
SAP Litmos Training now offers Administrators a way to impersonate Learner views for each 
Learner. Impersonation empowers Account owners/Admins/Team Leads/Team Admins with a new 
troubleshooting tactic, which can be useful for onboard troubleshooting and continuous training 
assignments. This will curtail the need to share credentials for Learner troubleshooting. 

Administrators with permission to impersonate will gain access to log in as a Learner (so long as the 
Learner is active). In this case, the Administrator would click the ‘Impersonate’ button that displays 
on the Learner profile. Once the Admin enters impersonation mode, he/she can navigate to a range 
of Learner tabs (Home, Content Library, and Live sessions) to view all assigned and available courses, 
learning paths, and live training sessions.

For security reasons, Administrators can only impersonate one user at a time, and impersonation 
mode will be automatically terminated after in-activity for the defined session expiration period (as 
previously set on the account). The session time-outs for impersonation view will “reset” from the 
latest activity performed by the impersonator.

Impersonation
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Impersonation activities will be captured in the Dashboard Activity logs under a separate category, labeled 
“Impersonation”. These activities will also be captured within the impersonator’s recent activity logs.

Important Note: 

• Impersonation mode only provides read-only permissions, so the impersonation mode cannot be used 
to start, progress, or finish trainings for any Learner.

• Administrators can only enter impersonation mode for active Learners.
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In the Manager view, managers are given a holistic view of direct reports. The manager can drill down to 
see a particular Learner’s profile and progress, for a deeper look into courses, learning paths, and team 
assignments. This new drill down access is found by navigating to the Learner view --> Manager --> Direct 
reports tab, where a manager can select a specific user and view his/her training assignments and the 
related progress in view-only mode. 

Manager Reporting:

Manager Drill Down:

Managers can access reports! Managers will now be able to run People Summary reports and Course 
Results reports on their direct reports from the Manager --> Reports tab.

• The People Summary report provides insight into course assignments, completion progress, 
training Achievements, and even the Points and Badges earned by their direct reports. 

• The User Course Results report provides managers a view into their direct reports’ progress on 
all courses or a specific course.

Manager 2.0
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Managers can schedule reports to be delivered to their inbox on a regular basis. Once a report is saved, 
the Manager can edit, clone, and save these reports.

In order for a Manager to save a report to the favorites section, the Manager will need to follow these 
steps: Select the report --> Choose the fields --> Filter the report --> Preview the report --> Choose the 
export options. 

Once the manager reaches the export options, the “Schedule Export” tab will display the following 
options: 

• Build and save the report to your favorites. Once saved, the report can be found under the “My 
saved / favorite reports” section within the main Reports dashboard. 

• Clone or delete the saved reports from the “My saved / Favorite reports” section.

• Edit the report fields and/or the delivery schedule of the saved report.

Manager Review of Video Assessments:

SAP Litmos Training now enables Administrators to select the “Manager” as reviewer of a Video 
Assessment that has been submitted for marking by a Learner. This helps distribute the volume overhead 
task of marking/reviewing, while also providing Managers with an opportunity to provide feedback to the 
Learner, which may be directly relevant to his/her function within that Manager’s department.by system 
administrators, while also providing Managers with an ability to provide feedback and marking to the 
Learner, which may be directly relevant to his/her function within that Manager’s department.
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SAP Litmos Training has further extended and enhanced localization support for Terms and Conditions 
and Self-Signup. Account Owners will now be able to provide Terms and Conditions to users in all SAP 
Litmos Training supported languages. A new user language preference option is also available on the Self-
Signup page as part of these enhancements.

For the Terms and Conditions page, Account Owners can customize a Terms and Conditions template for 
all of the supported languages across the system. This can be updated by navigating to Account Settings  
--> Litmos Features --> Terms.

The default language for the organization (as shown on the account profile) will be highlighted in the list 
of language templates displaying to the right side of the Terms and Conditions text area. Learners can be 
asked to view and agree to these terms upon entering the system for the first time, or after successfully 
purchasing a training via Litmos e-commerce.

The Self-Signup page is where tokens can be redeemed by Learners to enroll in a course, a learning path, 
a team, and now a collection listing! When the Learner (either anonymous or returning user) visits this 
page, there will be a new opportunity to select the language preference for his/her profile upon redeeming 
the token. Once the user logs into Litmos, the user language preference can be edited through the user 
profile.

See an example screenshot on the next page, showing the self-signup page with the dropdown for 
language set to Italian... Ciao Lenny!

Localization of Terms and Conditions and Learner Self-Signup
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For organizations already using the Learner Upload feature to record certifications, licenses, or similar 
qualifications, SAP Litmos Training now provides Administrators with an ability to upload these 
documents on behalf of those learners.

If a Learner is assigned to a course that already contains a Learner Upload module within it, an 
Administrator (Account Owner or Team Learner/Team Admin with appropriate permissions) can navigate 
to the user record and click the “edit result” button for the appropriate course assigned to that person. 
This will route the Administrator to the Results Adjustment History page.

On this page, the Administrator will locate the Learner Upload module and select a new button, “Upload 
Files”, which will appear next to the “edit” button used to edit a module completion. 

Learner Upload by Administrator
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Once the file has been uploaded, the module is automatically submitted for marking. For convenience, the 
“marking required” button will appear right next to the “Upload Files” button on the Results Adjustment 
History page.

The system activity, associated with Administrator uploads that are performed on behalf of Learners, will 
be logged as part of the Activity Reporting. These logs can be accessed by navigating to the Administrator 
Dashboard --> Activity Widget --> “Show All Activity” line, which routes the Admin to the Activity Log page. 
The activity will be logged as an action titled, “Learner Upload Updated by Admin”, where the Column 
titled, “Initiated by” will indicate which Admin performed the upload.

Important Note:
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Learner Upload Report

This new report provides a range of fields containing useful Learner Upload details, such as Certificate 
Number, Date Achieved, and Expiration Date.

A new report has been added to the Reporting Engine for Learner Upload modules to help ease 
organizational management of certifications, licenses, or similar qualifications that may be captured 
through the Learner Upload module. This new report can be accessed by navigating to the Reporting 
Engine, and then to User --> Details --> Results --> Learner Upload.
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Other Enhancements
Languages

In a continuous effort to support your localization needs, we have reviewed and update translations 
strings for the following languages in our application: Arabic, Danish, Finnish, French, Hebrew, Hindi, 
Hungarian, Burmese, Dutch, Norwegian, Portuguese (Brazil), Portuguese, Romanian, Russian, Slovak, 
Swedish, Kiswahili, Telegu, Turkish, Filipino.

Manager Escalations

Through the Learner view --> Manager --> Escalation page, escalations will be removed from the list 
once the learner has taken the required action to complete the training course that was past due or out 
of compliance. This provides managers a real time view of escalations.

Video Assessments - Review

For organizations using the Video Assessment module, the “reviewers” option within the module settings 
will require Administrators to select reviewers that already exist within the account. This enhancement 
ensures email addresses aren’t typed incorrectly, and reviewers are limited to those individuals who can 
log into the system to perform the Video Assessment markings.
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Roll Call Bulk Actions Extended to Instructor View:

With this enhancement, Instructors can bulk update session attendance and completion from the 
Instructor view. The bulk actions include:

•  Mark complete

•  Mark incomplete

•  Mark attended

•  Mark absent

Important Note: Scores cannot be updated in bulk through the bulk actions.

Session Minimum Seat:

A minimum seat limit has been introduced for ILT sessions, which will appear next to the maximum seat 
limit. Administrators can set this minimum seat limit, so that it can be compared against the maximum 
seat limit for upcoming sessions. This minimum seat limit can be included in ILT session reports.

Conflict Checking Extended to Check Locations:

Session conflict checks will now consider the selected Location along with the instructors and resources. 
Conflict checking is used to ensure there are no reservation conflicts when sessions are being created. 
The conflict checking feature must be used when creating or editing an ILT session, and can be found by 
navigating to the ILT Session --> Edit view --> Conflict checking button. This enhancement expands the 
resource management capabilities of the ILT session module.

ILT Enhancements
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Administrators now have more control over the number of re-attempts that are available to Learners 
once Learners become locked out of the assessment for exceeding the maximum attempts. With this 
enhancement, Administrators can configure the number of re-attempts available to Learners after the 
module has been unlocked.

Module Re-attempts Setting

If your organization is using custom JavaScript (managed from the Account --> Theme tab), this 
JavaScript can be applied to the Learner Welcome page. Additionally, the Welcome page will be translated 
to match the language preference enforced on the account or user profiles.

Welcome Page
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Security is our top priority. That’s why we’ve made password resets more secure with new password reset 
validation. When users are required to change passwords (as a result of password expiration), the old 
password and the new password will be required for a successful password reset.

Important Note: This does not impact the forgot password reset flow.

Password Validation

The “More Information” tab for a learning path has been enhanced to display the course custom fields 
that belong to the courses within that learning path. Only the course custom fields that are “visible to 
Learners” will be displayed.  

Learning Path  “More Information” Tab on Learner View

Two-factor authentication can be extended to all users now, and, the two-factor authentication frequency 
can be set below the 90 default that was previously enforced across all accounts. Account Owners may 
configure the two-factor authentication frequency by navigating to the Account Settings --> Login section. 
Once the two-factor authentication option is enabled, the two-factor authentication frequency can be set.

Two-Factor Authentication
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• Email activity logs have been enhanced to capture more actions relating to the emails that are 
sent. 

• WebEx Training Integration: The time zone in Litmos was not mapping properly to the user time 
zone in WebEx.

Bug Fixes

Important Announcements
Google Chrome Version 80 “SameSite” Update, February 4th, 2020:

Google Chrome version 80 will be released on February 4th, 2020. This update will provide faster and 
more secure browsing for people using the Chrome browser, but it may also have adverse impacts 
while browsing insecure websites (HTTP) and websites that do not specify a “SameSite” attribute.    

According to the Chromium Projects website, “Any cookie that does not specify a “SameSite” attribute 
will be treated as if it was specified as “SameSite=Lax”.” Ultimately, this means that cookies which are 
intended for third-party or cross-site contexts (iFrames) must specify “SameSite=None” and Secure. If 
not, the website may be blocked by the Chrome browser. This means that cross-site cookies and third-
party cookies are restricted to secure / HTTPS connections only. 

If your organization iFrames your SAP Litmos Training site, or uses a custom domain without an SSL 
certificate, you’re encouraged to take action immediately or request users leverage an alternative 
browser while accessing your site. 

SHA1 SAML Signatures to be Sunset February 14th, 2020:

With this release, the integration/samllogin endpoint will be sunset. Please make sure your SAML 
integration sends all SAML assertions to the integration/splogin endpoint. This is required to ensure 
your organization is employing the SHA-256 cryptographic hash algorithm, because the SHA1 method 
is cryptographically insecure.

Course and Learning Path “Recalculation” Changes:

Courses and Learning paths won’t offer an option to “recalculate” user completion percentages 
after an edit has been made to a course or learning path. Completion percentages will automatically 
recalculate when edits are made to the content. That recalculation will apply to Learners that are in-
progress and not started. This change ensures that Learner progress is current and accurate across all 
courses and learning paths.  
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Important Note: This change will not affect learners who have already earned an achievement by 
completing the course or learning path. The completion percentage for Learners who have already 
completed the training will remain at 100% unless Learners are asked to retake the training and 
initiate new progress.

Legacy Reports to be Sunset August 2020:

The Legacy Reports will be sunset in August 2020. Most of the Legacy reporting abilities have been 
moved into the Reporting Engine for Account Owners and Administrators. The product team will 
continue to release new reports to the Reporting Engine for Team Administrators and Team Leaders as 
we the Legacy Report sunset date approaches.

Messages in “Message” Tab to be Archived After One Year:

Messages tab is updated to align with default data retention policy. To comply with our default data 
retention policy, messages older than a year will be archived for up to  another year. 

Payment Express, Freshdesk & ServiceNow to be Sunset August 2020

TLS 1.3 Upgrade: TLS1.2 to be Deprecated in November 2020
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